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Abstract: Black-box attack methods for video object tracking have received increasing attention in order to evaluate
the robustness of object trackers and thus improve the security of trackers. Most of the current researches are based on que-
ry-based black-box attacks. Although fairly good attack effects are achieved, a large number of queries still cannot be ob-
tained for attack in practical application. We propose a transfer based black-box attack method, which attacks the important
features in the features that are highly related to the tracking target and are not affected by the source model, reduceing their
importance and enhancing the unimportant features to realize the transferable attack. Specifically, the corresponding gradi-
ent is obtained by back propagation to reflect the importance of its features, and then the weighted feature obtained by the
gradient is used to attack. In addition, this paper uses the temporal information of similarity between adjacent video frames
to propose a sequential-aware feature similarity attack method to attack the object tracker by reducing the feature similarity be-
tween adjacent frames. This paper evaluates the proposed attack method on the current mainstream deep learning target track-
er. The experimental results on multiple datasets prove the effectiveness and strong mobility of this method. In OTB bench-
mark, the tracking success rate and accuracy of SiamRPN tracking model are reduced by 71.5% and 79.9%, respectively.
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F19.5% , 5 B o3 B2 T+ T 25 .88, K- 34 5 5 41 22 45 31
TEET 75% F135%. [RIRE, 5 ToU Ty 7S A 1 , A 3¢
T ER Y B0 7 EETE VOT2018 1Y 2N PEAS F5 45 h #R H
A0, TE B A SC IR 5 78 AN TR) 0 00 3 250 00 4 1 A
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£3 FEVOT2018 #IEE P FE SiamRPN++, SiamRPN B I 7 45 R
o IR RS Tt PRIIE TSR
ZNig

G | loUMGH: | Ascdody | JRls | UXGE | ASCHGl | Bl | oUBGE | A8l | JRlg | oUBGE: | Al
SiamRPN 0.576 | 0.538 0.525 0.314 | 0.823 0.824 66 173 173 0.329 | 0.163 0.158
SiamRPN++ | 0.596 | 0.568 0.553 0.271 1.171 1.228 57 250 267 0.370 | 0.129 0.135
DiMP 0.574 | 0.507 0.489 0.145 | 0.400 0.457 31 43 56 0.427 | 0.248 0.241
LTMU 0.624 | 0.590 0.572 0.702 1.320 1.187 150 282 238 0.195 | 0.120 0.126

YRR A ER HL A Bk i B B 1 M Mo MERE , R T ATy
e IOE SR g

VOT2019: [f #f , AR SCH7E VOT2019 | X A 3¢
AT TVRAN . ANk 4 PR IR BCHE S S LA R
A S T o (45 SiamRPN++ L) 2 SiamRPN W /4 BR 5
PRI TE B 2R DI AR T 4.5% F13.7% , 2 WOEU oy i 42

TET 111 F 152, - ¥ 5 & EE 43 0 BRI T 24.9% i
39.4%. £ DIMP Al LTMU P /> B2 g # R0 [-  7R SC g I
b L HG B B M B R T R, AR T R A 1
ROR L RV A SR Bk O A 2 A PEAR FE A T 0
T ToU i 5 36" B A S R
PERE .

R4 TEVOT2019 ##E & B 7E SiamRPN++,SiamRPN B T 45 R

o B Fafe ik R IUAR S E SN
Jihn | oUBGE | ASCHGE | Jdn | ToUBGE | ASCHE: | Bidn | ToU Bt | ASCHGE | Jidh | ToUXdy | AScHsd
SiamRPN 0.572 | 0.548 0527 | 0577 | 1.154 1.143 113 226 224 | 0248 | 0.160 0.175
SiamRPN++ | 0589 | 0.575 0552 | 0510 | 1.575 1.398 100 314 252 | 0.266 | 0.124 0.161
DiMP 0.568 | 0.474 0462 | 0277 | 0.641 0.655 55 127 112 | 0332 | 0.195 0.193
LTMU 0.625 | 0.576 0558 | 0913 | 1.470 1.237 182 | 293 264 | 0.201 | 0.150 0.159
4.3 HRLEIS K A TR B 5] 1) BB REAE 450 2 o ESORITREAIE AR LA 2K

R T REAR R I 0 TR 0 R e Yl ik
PR T B SRR ) SRR B T T R T R U
SRR AR AR e vk B RACR 5 BTk, 7E OTB100 il
IREHE A b, AR SCRE A TG WA 5 38 T 2B B X B A
AR HIFE SiamRPN-++ H A5 R R &5 17 %0 L3255, A4
BT RIVTA 3 G A 5 12 A6 A SCH 1 B0t O vk v i o ik
e, ARSI 25 A0 3 5 Fras .l LA H 43 ) Bl
i I P AN 7 IR — B B L Siam RPN++ 1) B )
KGR LA L TR YGEA TR T R H 2
AR LY T[] B 3 58 PR Ay vk A7 B0 i 4 SR A 2, DTG
U A X A Ty R AE B A A A AR JE Y
P, R &4 T AR sl sk VR
&5 TEOTBIOOEIRE L, AR ERMMEERFME AT
FF B EAR U I 5 77 75 SR HE7E BR BR 88 SiamRPN++HI I H 45 R

FREE RN A L | B R AR IE e
FHEYhE L | MRS T L e
x x 0.692 0.906
N x 0.571 0.752
x N 0.582 0.771
N N 0.565 0.748

Rl S 1 B A SO 1 A 5 Tl 4% 10 R & I
7 R B R TR TR B R AR T D7 vk R T
I S A 18 A 0 A R i O v 8 T 5 BRI Y
I FEACH L 9], AR SCAE OTB100 #5125 55041 4R

BRI AR B 4 X B0 FE A B FHAE SiamRPN++ H A5 B 25 45
HEAT X FL S8 , DAAS 3] B A 0 B H 1], DA Ok B o
Y o R, LRSI 25 R 6 i . v LLE ik
YU [) L 48] F4 F 7S 0 4 SiamRPN++ 1 5 2% 114 B 05 1
AEA TS RIRR B 09 F B, (2 R (6] A A EE B 491 A 00 2R
W FLA — R 0 22 5, AR SO 358 O R 1 45 2K o
AL ] o, = 100, 0, = 0.000 1 HUAS T fi 1 19 W 7 3%
RO FRPEEMAELLH o,=1,a,=1, Siam-
RPN++8 20 o5 J5 76 D) R FME R L i 2 TR T
1.9% F13.0%. I HH 3R 6 Al H1, Y a, WAL RE08/)N,
o2 o, (AL TR 2R B0 AR, ERRAE 95 2 pR B Tl
SRR AR B ) 55, o 2 5 2 BT 1R FH ) SRR AE A AL
PRI Tk DT A SCr B8 s 14 e T ik i e s
A FTIsES .
4.4 FIPULER

ARy PR A 327 20 Bk 1 s A R ToU il
75 B A I R URE A LA K AR S Tk B AR )
AT X HUREAS B4 AE SiamPRN++ H AR FREE 75 b AR
EReE AT, &5 FANE 5 Frs . ] UL SiamPRN++7E Ji
BT P15 L 08 v Al B i 1) A o g T R
A U] H P R R A LG . A LT ToU Xy, AT AL
AR SCH ;2 S B IR ER R R R IR T A
SCHY T AR L T ToU ey ™) %o b R B 25 AR A 7 55 L
B INA SRR . I B E S AT, 5 ToU K
o 7 A B BB A L, AR ST HE 1 e D vk AR
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LT E BRI AL E H AR BRER AR R B i I ik 833

%6 FEOTBIOOHHEE b, N E) I E L i) 5 F A1 5k iR BUANHFAEAB IR 25 R B B0 T T 3K BEFE SiamRPN++ERER SR UL H 5 R

@ a, I | HER R a a, W | R a, a W | R
100 0.000 1 0.565 0.748 10 0.000 1 0.572 0.755 1 0.000 1 0.577 0.765
100 0.001 0.573 0.757 10 0.001 0.575 0.763 1 0.001 0.581 0.772
100 0.01 0.576 0.765 10 0.01 0.580 0.771 1 0.01 0.583 0.776
100 1 0.578 0.766 10 1 0.582 0.772 1 1 0.584 0.778

IR T B 3t B

%

L= J

A

5 7E VOT2018 Hedf A i loU Bk 596 A B AR Sl 5 367 Siam RPN-++HREE 2% 1 A0 BREE 45 SR vl 4k

AR BT AR AR A — S P L i o ) M P /DN T LAE AN
S AL B VLG S8R5 P B ) 15 DL T BEAT IS4
R

5 Zhig

ARSCHR T — b2 T E SRR A DL H B R 2 ]
TR AR @ XTI 7 1, AE AN AT 1 H b R R4S R LA K
AN BEAT KA A BONE BT, 38 0o YRR 2 % {1 T R ik
{14 B 2, - L[] b 58 R A3 AR 408 ot ik 9 AR D2
Az AT 5 AT R B X HUREAS , DT oA H A iR
BR i SCBLR @ Gl . ASCR BT 1907 ik N T A
AN 5] 0 2 T B2 1 20 A R B ) 2% v E AT 1Al LA AR
SCHY AT T # B @ B AT A TR 2 B
B bRy R B SLIR IR T A SO A WA RO L AR A
SCHY TAEREXTHL5E H b B ER AR M RO BIE TS A BT 1)

S Sk
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